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This talk... potential cases for...

cloud storage & remote dev/test
automated read-only system images
not-too-inconvenient encryption everywhere

Not a takeaway...
Pre-Snowden, but complies w/ 4 of 5 Schnelier’s tips

http://www.thequardian.com/world/20 cp/05/nsa-how-to-remain-secure-surveillance
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http://www.theguardian.com/world/2013/sep/05/nsa-how-to-remain-secure-surveillance

Background.:

ESA Study: 2009-2011
potential use-cases:

* Cloud for free* data
access

* Cloud for remote
development

(*)https://www.google.com/?g=ESA+Earth+Observation+Data+Policy
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ESA and the Cloud
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https://www.google.com/?q=ESA+Earth+Observation+Data+Policy

The CIOP case . .

terrodue?J netceteca ‘I --Systems:--

Big, free-ish, Data

Distinct, proprietary,
software devs
Slow test data €
distribution to code
developers Instead, lead the

Devs nervous about [EESERERUEReLIE]
code Ieaking (in the cloud)

Proprietary Algorithm B dev'd by Y
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But... Security...

ESA less concerned about
hacking science data than

their end-users’ algorithms

and brand damage

Data =
Code =

Soln can’t be too inconvenient

not really sensitive
sensitive
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European Space Agency plays down hack

impact

Crucial alien files remain nonexistent

By John Leyden, 18th Aprl 2011 | 8 Follow | 1 518 followers
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Royal Mawvy
hacker claims to
have broken nto
space agency
sile

W Twaet| 77

The European Space Agency has confirmed thal a hacker breached its network over
the weekend, while playing down the significance of the hack

Tinkode posted admin, content management and file upload (FTP) login credentials
of Sunday aner pulling off the attack on the space agency. The hacker also posted
Apache server configuration files

However, the servers hit by the
hack included less sensitive
systems involved In sharing
scientific data between the ESA
and Its partners. an ESA
spokesman explained "The main
website was not affected and this
has had no effect at all on our
internal network," he told 1 Reg

The ESA has responded fo the

attack by 1aking its FTF servers

offline and resetting all login

credentials. Users have been

Informed of the Incident, a necessary step, especially it some are making the mistake
of using the same user name and password combination over muttiple sites

The file transfer servers affecled by the hack were involved in the exchange of
astroncmical data, such as satellite-source Ice-sheif thickness readings "Although
this breach affected only publicly available FTP servers, it's not good that it
happened and we'll be tghtening up securily.” the ESA spokesman explained.

The servers will not go onling agaln untl securlty checks are completed. a process
likely to fake "some days™ Meanwhile, the scientific work of the agency will continue
laroely unaffecled by the assaull
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The Cloud Sandbox Prototype

NFS Idap

Existing X.509 certs

ESA/CIOP DMZ

sandbox a

encfs sshd
sandbox b

sandbox c
encfs sshd

ESA private net

P

netcetecsa




First Time Usage

i Ify Portal

:Cloud Controller

|
|
getI sandbox ssh,putty__kgys

I ssh,putty keys

’-Lrstart sandbox-U1
Lo

start sandbox-U1

:Datastore

I
|
|
|
|
|
|
|
|
:
|
start> !

slogin -i identity-U1 sandbox-U1

mount /{keystore,validate,home}/U1
el

e

:sandbox-U1

T
£l

o

|
prompt filesystem-U1 passphrase

fiIesysterh-U1 passphrase
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Daily Usage

Idap directory
centralized access

control to machines
and nfs mounts

u_-mount /{validate,home}/U1

e

X

Ify Portal :Cloud Controller :Datastore
| | |
start sandbox-U1 ! : :
TL‘ start sandbox-U1 ' |
T |
| ¢ >
! S : :sandbox-U1
| ! T
: : 1 'mount /{validate,home}/U
|
: ! slogin -i idehtity-U1 sandbox-U1 -
| T
; : prompt filesylstem-U1 passphrase
! ] I T
! fllesystelp-U1 passphrase .‘J'_
: - : syslog(login-U1)
| |
! [sandbox interactive session]
: [logopt or timeout]
I -
: - syslog(logout-U1)
|
|
|
|




Encrypted . z : 3
- = z £ £ g g =
File system : : s S2 :
£ ; : £ 3 £3% :
- 2 2 £s S5E < &
choices SL6 5 : : :3 t§is ; :
T - : Pl = i = E =z w &8 A
Comments file based, file based, no encryption block based, block based, mimic Amazon "Just" tunnel
encryption done  encryption done  officially encryption done requires interface remate file
on client side on client side available for5L! onclientside additional central system
Encryption and LDAP or similar. through S5H
decryption done Encryption done
on server side an client side
Expected (relative) performance
Easy end user experience (i.e. use the already works with same  test needed (not
available X.50% cert) password, but not explored yet)
out of the box
with keys
Concurrent access / mounting Yes, but needs
patch for NFS
Block device or file level encryption file file Yes on FreeBSD, block block not encrypted on  not encrypted
but no stable SEerver an senver
release on 5L
Communication to storage server encrypted
Supports normal fs tools (copy on server for yes, but careful yes, but careful
snapshot, etc) not to copy corrupt NOt tO COpy corrupt
files files
Multiple keys to decrypt same content [ fvalidate) I Yes, but multiple Yes, but multiple Multiple keys to Mot encrypted,
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passphrases (up passphrases (up
to B) for a single  to B) for a single
key key

netcetecra

access the same
bucket possible,
but it's not
encrypted

but multiple
access keys
are possible




Detalls: just the OS...

name: fedora-xfce
summary: Fedora with xfce
0S:
nanme: fedora
version: 16
har dwar e
partitions:
/e
size: 5
packages:
- @ase
- @ase-x
- @onts
- @f ce-desktop
- @ritical-path-xfce

aCCESS_key: yourawsaccess key Which operating systems can I run BoxGrinder Build on?

Secr et access key youaV\BS ecr et key Currently we only support Fedora for building appliances, but your appliance can have any supported OS. You need to have Fedora
— I 15~ 1o buiid appliances with the latest BoxGrinder Build. We strongly encourange you to use latest available Fedora release.

account _nunber: your amazonaccount nunber T

cert _file: /root/.ec2/yourcertificate. pem

key file: /root/.ec2/yourprivat ekey. pem

name: sl
version: 6

Box@rinder

Home Blog Download Tutorials FAQ Community Development License

systems are supported by Bo

systems can | run BoxGrinde

can't | find my attached EBS volume?
do | get "Permi fenied (f ssapi-keyex,gssapl-with-mic) when | try to log Inte 2 meta appliance instance?

Note: boxgrinder is
“sleeping”. Now we General

I - t Which operating systems are supported by BoxGrinder Build?

u S e ap p I an Ce = C re a. O r See the operating system plugl =ction on the plugins page. As of version 0.9.2 BoxGrinder Bulld supports cross operating
system builds, allowing your host to produce an appliance based upon a different OS. For Instance, it is possible to build a CentOS,

RHEL or SL appliance using a Fedora host.

u may build any supporfed OS.

What is the location of supported Clouds in the world?
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Detalls: server customization (=500 lines)

# Idap configuration # local firewall rules for inbound traffic

yum install -y openldap-clients openldap-servers nss-pam-ldapd lokkit --nostart --enabled \
--service=ssh \

# prepare Idap cert --port=111:tcp \

cd /etc/openldap/cacerts --port=111:

p P port_lllzudp \ TODO:
openssl| genrsa -out cert.key 2048 --port=514:tcp \ iy
—port=636:1cp\  syslog & TLS rsyslog
openssl req -new -key cert.key -out cert.csr -subj \ --port=662:tcp \

"/C=IT/L=Default City/O=Default Company Ltd/CN=192.168.11.10" --port=662:udp \
- --port=2049:tcp \
lusr/sbin/cacertdir_rehash /export/certs/ --port=2049:udp \

--port=32803:tcp \
cat <<EOF> /etc/openldap/slapd.d/cn=config.Idif --port=32769:udp

cat <<EOF> /etc/openldap/slapd.d/cn=config/a

# 111 rpc (for nfs)

Firewall  [dap-ss| (port 636)

cat <<EOF> /etc/openldap/slapd.d/cn=config/c NfS/aUtOfS # 514 rsyslog
e # 662 statd (for nfs)
cat <<EOF> /etc/openldap/slapd.d/cn=config/ Ce rt|f|CateS 4 2049 nfsd

# 32803,32769 lockd (for nfs)
cat <<EOF> /etc/openldap/g-pod.Idif

slapadd -I /etc/openldap/g-pod.|dif

netcetecsa




Detalls: sandbox customization (~250 lines)

# encrypt temporary filesystems

yum install -y cryptsetup-luks

# swap space

# (use "cryptsetup status /dev/mapper/swap" after reboot)

echo 'swap /dev/imapper/VolGroup-lv_swap /dev/urandom \
cipher=aes-cbc-essiv:sha256,size=128,swap' > /etc/crypttab

sed -i 's/.*swap.*/\/devWmapper\/swap swap swap defaults O 0/' /etc/fstab
# temporary file systems

echo 'none /tmp tmpfs defaults,size=64m 0 0' >> /etc/fstab

echo 'none /var/tmp tmpfs defaults,size=128m 0 0' >> /etc/fstab

[..]

# home directory encryption Firewall

# fuse-2.8.3-1.el6 works, fuse-2.

yum install -y \
fuse-2.8.3-1.el6 \
fuse-encfs-1.7.4-1.el6.i1686 \

pwgen

Crytpsetup-luks
Openssh-ldap

Syslog

Nfs/autofs/fuse-encfs

chmod +x /etc/profile.d/encfs.sh

# load fuse kernel module at boot

cat <<EOF> /etc/sysconfig/modules/encfs.modules
#!/bin/bash

exec /sbin/modprobe fuse >/dev/null 2>&1

EOF

chmod +x /etc/sysconfig/modules/encfs.modules

install -y openssh-ldap
0 'AuthorizedKeysCommand \

Dr ssh-ldap-helper
s /etc/openldap/ldap.conf /etc/ssh/ldap.conf

netceteca

sr/libexec/openssh/ssh-ldap-wrapper' >> /etc/ssh/sshd_config




Takeaways... potential cases made for...

github.com/netceteragroup/esa-ciop-sandbox-image-proto




